Privacy and Data Protection Framework

Our lives are shaped by technology and data collection more than ever before. Yet the basic legal
frameworks to protect our privacy have not evolved—or been updated—to meet this new reality.
As a result, corporations and other entities have greater and more direct access to consumers’
private and sensitive information, enabling them to amass vast amounts of data, and in some cases
place consumers at risk of harm.

We believe that a comprehensive federal privacy and data security law is essential to hold
institutions accountable, restore consumer trust, and protect our privacy.

We have developed a set of core principles that should be included in any comprehensive data
protection legislation. Under our framework, consumers would control their personal information,
and corporations, non-profits, and political entities would be held to higher standards for when and
how they collect, use, share, and protect our data. Nothing in this framework should be interpreted
to change or displace existing privacy laws, or privacy laws scheduled to go into effect.

Our privacy principles will:

e Minimization: Collection of data must be minimized so that it is narrowly tailored to its
authorized use. We must establish strict limits around the use, extrapolation, and retention
of certain data, especially data relating to biometrics, race, sexual orientation, children,
health, or finances.

e Abuse Prevention: Harmful, deceptive, and abusive collection and use of data must be
prohibited. Standards must ensure that data is only processed in a transparent manner that
meets consumers’ expectations and is free from unlawful manipulation.

e Sharing Limits: To ensure that consumers are protected throughout the marketplace, we
must establish clear rules to limit data sharing with service providers and third parties to that
which is needed to carry out the express purposes expected and authorized by consumers.

e Security: We must provide greater accountability and higher standards over the way
organizations retain and secure data.

e Market Power Checks: Consumers must have the ability to prevent their data from being
commingled across separate businesses within an enterprise, and to ensure that privacy
protections, including restrictions on commingling or repurposing, apply to data obtained
through mergers, acquisitions, or bankruptcies.

e Data Portability: To boost choice in the marketplace and level the playing field for
entrepreneurs, consumers must be empowered to take their data to the company of their
preference.




Individual Consumer Rights: Consumers must have the right to control their data,
including the right to know, access, delete, correct, and restrict the transfer and retention of
their records. Organizations that collect and store our data must be required to provide clear,
concise disclosure of and justification for their privacy practices, and supply consumers with
meaningful options to access products or services without sacrificing their privacy. We
must also have heightened protections and tools in place, like a do-not-track right, to prevent
consumers from being targeted online and tracked across websites, and to protect children
and teens.

Civil Rights Protections: Computer-based decisions that result in illegal bias or
discrimination are unacceptable. Consumers must have transparency into black box
algorithmic decisions that may result in bias or discrimination, and the ability to challenge
such decisions. Entities that process consumer data in automated systems must be required
to review such algorithms in order to prevent discriminatory impact. Enforcers must also be
fully equipped to protect against unlawful discrimination in addition to voter targeting and
suppression.

Corporate Accountability: Accountability mechanisms must shift the responsibility and
liability of protecting privacy from consumers, who are overly burdened with understanding
complicated, take-it-or-leave-it privacy policies, to the entities that hold their data and their
senior corporate executives. Consumers must be able to trust that organizations secure their
data, use it ethically, and do not use it to consumers’ detriment. Increased Chief Executive
Officer (CEQ) accountability, whistleblower rights, and consumer redress mechanisms are
just a few of the many tools that must be provided to ensure corporations are held to
account.

Federal Enforcement and Rulemaking: Enforcement of privacy rights must serve as a
serious deterrent, not just an acceptable cost of doing business. Among other changes,
federal enforcers must be able to seek significant civil fines and criminal penalties, where
possible, in the first instance of privacy and data security violations. Federal enforcers must
also have streamlined rulemaking authority to ensure that the strong legal protections
imposed by this law can evolve and adapt to new technologies, and equipped with adequate
staff and resources to implement these protections.

State and Private Remedies: Federal enforcement must be complemented by state
enforcement of federal protections and private rights of action, as is common in existing
privacy laws and other fields. The private right of action must be meaningful, and not one
that can be overridden by a mandatory arbitration clause buried within onerous and lengthy
terms and conditions.




